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(57) Abrege/Abstract: 

A portable device that stores medical information of a user is configured via a centralized medical records repository. The portable 
device includes a data storage that includes a first storage area which stores the medical information corresponding to the user and 
second storage area that stores a program product. The program product is generated by the centralized medical records 
repository. The program product configured to execute in a processor of a host system in response to the device being inserted 
into a memory reader port of the host system and render a graphical user interface to present on a screen communicatively 
coupled with the host system the stored medical information. In addition, the program product prevents altering of the stored 
medical information, but does store additional information in a third area of the data storage in response to receiving data inputted 
from the host system. 
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Self Contained Portable Data Management Key 

Inventors: 

Shawn P. Hartman, Port Hueneme, CA 
alex kowblansky, santa barbara, ca 

Cross Reference to Related Applications 
[0001] This application claims the benefit of U,S, Provisional Application No. 
6f}/d75,52?, fitcd April 27, 2005, which is incorporated by referale* Itt its entirety. 

Background 

1 . Field Ot Art 

JfH>[l2] 'liic present invention generally relates to the field of portable data transport for 
electronic comniurtic, networked record services, and information storage., retrieval, and 
processings for oxwnrplc, in .medical record services and lelcrncdic-inc. 

2, DittCKJ PTJON OF THE RELATE!] AKT 

[0003] A reliable, focused medical l econd is the comer stone of effective health cane, 
The medical records departments facilitate patient cane by documenting the iMtfienl's baseline 
medical history and provide health tare providers with trie elmicftl data thai is necessary to 
detect and treat medical problems in all stages of development and disease progression. 
Having a detailed net oJ' medicfil rJnCurncnte an J medic«i images pertinent to a patients 
hislury and condition is a vital tool nuhe future of patient care, 

FW Kef: 24612- 11 405 -1- 
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[0054 J Today, medical reconds tyrviyally fife stored in a paper fonnat. The physician 
maintains s medical or dental chart on Inpatient. Thus the patient lias multiple charts with a 
number of physicians. Alt of the charts contain visit summitries;, vaccination records, 
laboratory resufts, radiographic dictations ajid current prescriptions, The patients multiple 
charts art rarely combined and sunuiiaiized. Tliis results in a large amount of medical 
information the patient is not aware of thus resulting in the possible repetitive treatment. 

[0(Xl5] In addition, patients medical ami dental records in paper format suffer Jroni 
unstructured, disorganized, and improperly sorted medical and dental information. This 
results in the ineffective ability to retrieve (he information from the dental and medical 
records in an emergent situation, 

JODQIt] Witli recognition to the drawbacks to paper-based medical and dental records 
the indu&try is chaugmg tlie system to networked medical and dental records. However, this 
has caused a new set of problems, including lack of oonnection in Some geographic regions, 
security risks from network hat-kin^, and mterrufrtiofl of network &ervices r Sueh issues are 
particularly problematic when there is ari immediate need for patient data. 

[(([107] Thus, num the above, there is a need for a system and process to store, access, 
and mannas medical records in elective format without compromising the inforniBtion 
therein. 
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SUMMARY 

[OtfLIK] t5[nbodLmcntE disclosed include a self-contained personal information data 
configuration with automated application execution. In one embodiment the application 
provides rapid emergent mimical mfomiatioii, for example, to emergency medicd 
technicians, paramedics, muses, doctors and hospitals,, doctors offices, government agencies, 
insurance providers, school systems., travel agencies, retirement homes and day care 
eslablishrneflts, further, the embodiments include a system and method for emuting, 
scanning, storing, accessing and distributing patient medic*] recent to u portable flash drive 
device, 

[0009] An embodiment of the present invention includes a poitaMe device that stores 
medical information of a user and is configured via a centralized medical lecords repo&ilQry 
The portable device includes d&i a stooge areas Uiat include a first storage area which stores 
the medical information corresponding to the u&er and second ttvtu&t area tliat stores a 
program product. 

[001 0J The program product is generated by (he centralized medical records repository. 
The program product ts configured to execute in a processor of h host system in response (o 
the defle* being mewled inlo r memory reader port of the host system and render a graphical 
use] 1 interface to ji resent ort a screen comrminfcelively coupled with ihehosf system the stored 
medical infomnKiiun, In addition, £hc program product prevents altering of the stored medical 
information, hut does tfore uddflioniil information in r third area of the data. storage in 
response to receivi ng data inputted from the host system. ' ■ , -,. 

FW Rcf: 1<1672' I MAS -3- 
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JO011] Oiic embodiment of (he present invention also includes a centralized medical 
information repository. The centralized medical inloirtiatioji repository ig configured to eot 
up user aeeounts. Associated wit!] each user account is medical information corresponding 
with a user. The medical information includes medical data typically entered into a medical 
information system, for example, through a hospital ot a physician office where the user 
received medical services. The medic*! information also includes original medic*! imaging 
data, for example, x-rays trid CAT scans, lit addition, the medical information includes 
images of original duc-uni wrtati cn compl eted by phy&i cj an* and other medical personnel 
during 1be course of providing patient services. 

[0012) The medical inrerniatton is encrypted, secured and integrated with a sclf- 
exrcuUbJc program product. Hie program product also i s con figured to rectsi ve and store 
aOdiliofl&d medical information that is later input, but that does not alter ttitj encrypted and 
aec-Lited contests already integrated with the program prodjet. The piograirt product is then 
instilled on a portable device (or hey). The portable- device (or key) is structured for use- with 
6 memory reader port. Examples of a portable key include a universal serial hus, drive or a 
flash memory card. 

[0013] The present invention beneficially provides a system, hi whidt (mginstl medical 
[iif bntifition is placed oji a key device so that a user may keep that key device with them. By 
including dala directly (Vora medical organization originated sources, e.g., hospitals, or 
Physician ofl ices, risks associ ated with i mppioper keying of tola <£ ned need or eliminated . In 
add iliom by living original medical images and original document imagcs.ontlie key device"- " ■ ' ■ 

rWRef:24(iJ2-MJ(IS -4- 
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provide first respondcrs and other subsequent tending medical personnel quick access to vital 
medical information once they have access to the- key device. Moreover, encrypting and 
securing all original data on the device reduces or eliminates risks of inadvertent or malicious 
alteration of such information and helps ensure overall data integrity fix all. 

[0014) The features and advantages described in the specification are pot all inclusive 
and, in particular, many additional features and advantages will he apparent to one of 
ordinary skill in (he wrt in view of the drawings, specification, and claims. Moreover, it 
should he nolcd Lhaf the language used in the specification lias ucen principally selected for 
readability and instructional purposes, and may not ha\ie been selected to delineate or 
eireurn&uribc- the inventive subj eel matter. 

BRJEP DESCRIPTION OF DRAWJNtrS 
[Otn 5] The disclosed errikiditrjenlB have other advantages and features which will bfr 
more readily apparent from the following detailed description and Ihe appended claims, when 
taken in conjunction with the accompanying drawings, in which ■ 

[OJJIb] Figure (PIG, ) J. illustrates one embodiment of medical i nforrnalf Cttl management 
lVLirVltoiv process in accordance with the present invention. 

(0017] FIG, 2 illustrates one embodimer« of a key generation architecture in. accordance 
with the present invention. 

JOniS] FJG. 3 illustrates urte embodiment of a functional process for a self contained 
medical management program in accordance with the present invention, 

FWR«r:M672-ll40S -5- 
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[0019] FIG. 4 illustrates one embodiment of a self contained medical management 
program arcti Ltectune within a portalife device in accordance with the present invention, 

[0Q20] FIGS, 5a^5d illustrate example screen shots displayable on a computer screen ■ 
jnn accordance with one embodiment of the present invention, 

rJia'AiLBiiDPSCjaraoN' 

[O02D] Tlie Figwcs (TIGS.) and the following description retate to preferred 
embodiments of the present invention byway of iMustiation only, [t should be noted that 
from the following discussion, alteo native embodiment* of the structures- and methods 
disclosed lieacin will be readily recognized! as viable alternatives that maybe employed 
witliout departing from (he principles of the claimed inventron. 

I(lfl22] inference will now be made in detail to several embodiments, examples of 
which are illustrated in (he accompanying figures. It is noted that wherever practicable 
similar or like reference jimnbers may be used in fhe figures and may indicate aimilar or lite 
functionality. r fhc figures depict embodiments of the present invention for purposes of 
illustration only. One skilled iu the ait will readily iecogni2e from the following description 
that alternative emljodimcuts of the structujes and methods illustrated herein maybe 
employed without departing from the principles described herein. 

Generally, the disclosed embodimenls describe a self contained medical 
management sysLem and method. The system and method include business model and a 

FWB*f:2<*7HH03 -6- 
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device (Of key) configured do include a medical management program and actual medical data 
associated with a p?t(ienL user or cin$Lomcr) associated with Lhc device. 

[0G24] Tunning now to Figure (KJC) 1 1 ft illusrtreteB one embodiment of medical 
information management workflow proeess 101 in accordance with Lhc present invention. 
The process includes conmiunica Lions between a. customer (or patient or user) 1 10, a medical 
information management system 112 (112a, 1 12b) and a. medical professional sysfem (not 
shown) (e,g. h a doctors of'Ci^e. a4tsi)Ti*l's ofiiye, a medical clinic, a denial clinic, a hospital, 
or the like). In one embodiment, the ]>rocega si&tfF; with the customer (patient) 1 10 contacting 
the medical iflJonn ation management system 1 1 2 to obtain a device configured lo include a 
self contained medical management program and coimpondit>£ original documentation 
images ami data (including original medical professional system image and data copies) 
records. 

{0025 1 In one embodiment, the patient 1 10 optionally Co nt&ctfe a cu stonier service agent 
(person or system) fo]' intake 1 1 5 or a reception agent for intake 1 45 of. data from the patient 
1 li.0. At tliis stage in [he process, demographic data is collected corresponding Lo tho patient. 
The informs liofl is stored in a. iM^lomer information database ISO, The received information 
in cent through a quality control 120 sub process where the collected information is verified 
for accuracy and completeness, If questions or an update arc identified En the in1ake 115 or if 
the uuslily control suliprocesj 1 20 generates questions or comments, the process includes an 
inquiiy 125 subproccss (hat addresses these. 'I he iriquiiy subproeesi; \ 25 may he managed 
through an individual or may be an intelligent system configured to address the raised issues'" 

J'W Ref: 24G72-1 M0S -7- 
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at awieffrte the appropriate response to the update. t&arnpJe nf am intelligent system include 
si menu driven ap]tlicaf ion that provide* responses to t for example, frequently asked questions 
or provides further processing ot giiKLaaoe for frequently requested acLionfl (cg. h update of 
record data), 

[Qfl£6] In one embodiment, a method and a system includes a portable device 
configured to function as a personal information key. The personal information key may be 
obtained ]>y a patient (user) from a source (e.g. r a physician, hospital, third-party company, 
etc.) tliat can assist with configuring tlte personal information key. For example, the user 
may be asked to complete medical, dental, or oilier personal information related form* 
(clecirunicatiy (eg,, ouli He, standalone, or phone) or tluough paper) that requests and 
integraLe? isueb. information 'with the? personal information key. Retrieval of such data from 
the user may also include a release ofltsbilily, 

J0U27] Jt is noted lhal the personal information may i nclude demographic, information 
that cao he provided directly from Che patient (user) through a form, e.g, T an online form or 
via a telephone questionnaire, IP addition, this information may include a release of medical 
and deiital iufoniiation that maypre-fculhurioe release of data lo predetermined health care 
providers, iuelmling particular hoipitats and health cure provider's offices. 

[0G3&] Once the intake 115, quality control I2tt, and open inquiries 123 are addressed 
Ihc process generates a key 14(1. F\Q. 2 il)Uj*lT4t(es one embodiment of a key generation 
archilKituttS jrl EWeOrdanoe with the present invention. The key generation architecture may 
be structured within the mcdicaJ information management system 112, 11 is noted that in out 
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imbodiment, Hit key Ciirnpriiiek a putftabte <Ievic* 210 configured to include computer 
readable- program iiiiintctio to perform functionality as disclosed herein. The portable 
device 210 may be, ibr e* ample, a solid state flash meniury storage device (e.g., a Universal 
Serial Bus (USB} "Ihumb" drive of h flash memory card) Or a Small form factor magnetic 
storage disk drive, 

[0029] The computer reariabl e program instructions includes instructions that al low 
ititerojierabETity (e.g., data transfer, sending or receiving instructions, etc.) with other 
computing programs, devices, and/or peripherals. For example, the ins.Ur notions are 
configured for enabling communications with a scanning device (or system) 215, a digitizer 
(not shown), a clinical database 220, an account database 225, an image and data archive 
system 230 and an electronic mail server 235\ The instiuctioiis also can be configured to ■ 
ejiableeufrmmmcamiflfi with Internet «nd web services 240, which could include access to an 
Internet service provider (which may irtchrde web page services), a web cnabler, and Internet 
based software for downloading, irrierfaciitg and updating data on the portable device 2 10. 
The instructions also are configured to enable communication with a computing system, a 
painter, a copier, a portable scauncr (e.g., a bar code labeling device), and/or radio fiequenCy 
(RV) pctiilcr (e.g., f>!T use with RF tags) (not shown). The various systems and devices are 
communicatively coupled through appropriate communication interfaeefs) 245 and data 
interface^) 25t). 

[0030] It is nol&S that the scanning system 215 will be a device capable of scanning 
original medical' and denial record's and con verts (or geneiates) digitwl images of those 

FVV Ren 34672- 11405 -9- 
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records {illustrated in FK3, I with respect I* scanning 1 S5 the documents). The original 
records include origitial documents, origciial computer generated monitoring output, and 
original images. Exampks of original documents include, for example, handwritten forms or 
notes or computer printed completed forms completed by medical personnel and or patients. 
Examples of computer generated moniloring output includeL. for example, electro 
caidiograms readings, blood (est readings, and the like, particularryj if they include additional 
data in flic form of hand marked information. Examples of original images, include, lor 
example, JMays, CAT scans, and the like, particularly, if they include additional data in the 
fonn of hand marked mforniarfion. 

]0031] hi addition fho communication interface 245 and the data interface 250 arc 
configured to communicate with [ho medical professional system in a second embodiment of 
themcdiewi information rn.anagen.ie.nl system 101. Cojnmwhcations in tills embodiment is 
ihnuigb the email server 235 yTKl/w the Internet and web services 24Q to letrieve import in 
data entered at tlte medical professional system, e.g., to a medical practice mairagement 
system, Examples of data to be imported include EKG data, latioratory work data, 
radiographic information, demographic emergent data (e.g., name, birth dale, address, driver 
license, blood type, allergies, picture), and the like. In addition, the system can be configured 
also to retrieve the documents that would niherwifle need to be scanned, for example* original 
images uud original sewnied documents that were pieviously scanned or otherwise 
clcctiDiiioally saved tluougli the medical professional system. This demographic emergent 
data al so m ay he I'etrieved dirougl) f npm direcily from a patient (or user) through, for ■ .■ 

l'WRj&f: 24672-1 M05 - ]fl . 
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example^ a web firnn ex a telephone form (operator assisted data entry or Icle-prOnipted) 145 
(this information is illustrated in FIG. 1 us part of the customer infriinat'ion database 150). 

[00323 The clinical database 220 stores (he seamed medical and dental documents- and 
images, including those retrieved from the medical professional system. The account 
database 225 is configured to create a record corresponding to the patient and slows the 
retrieved emergent demographic information within the- record (shown in FIG, 1 aithe 
generated 160 file for routing to inspection. 130 and quality assurance 1 35 as further 
described below), 'file record also includes financial and billing information for the fiorvices 
rendered. In addition, the record includes a pointer or other link with images corresponding 
to the patient that are stoned in the clinical database 220. 

[0033] A digitizer encodes the medical images info a format that is Heeessibie for 
viewing on a computer screen. The fmage and data archive 230 piovides secured storage to 
ilore (he; mcflical turd denial searmcd documents and images, This information can he used, 
lor example, lo create a new portable device at patient request if the original device is 
misplaced or lost. The archived <Ja1a allows for re-issuing, a rn;^- device with the identical 
data s i nee the J ast update to the consumer, 

[0034] The email server 235 provides communication fiirictionfthty, for example* 
between the patients and the medical information management system 1 12 services. 
Information such as question h, billing statements, invoices., pjmduel shipment demosraphicE s 
and general questions and comments may he managed through the email server 235, The 
Internet and web services 2-40 is configurcjd to provide web pajje services to conduct 

FWJld: 24672-11405 -11- 
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conitnuriicatious involving the semce, far example,, data retrieval at JdVor data entry of 

i 

Motiiisitiofl by a patient through a secured conunuiiication link, e,& T a secured socket layer 
(SSL) connection. 

[O035] tt is noted that the actual storage space of the portable device 21 0 can be 
configurable to change in size, if needed. The computer sysiem may be configured as a 

i 

primary source of interfacing between the scanner and the' portable device 210, The printer 
will !>e used in conjunction with flie computing system to print the corfejpondances required 
for tiie inventions transactions with the consumers to be within the scope- of practice. This can 
be related to privacy lelated Jaws sucii as HJPPA and the Privacy Act of 1974. Tlifi copier ■ 
will be utilized in conjunction with computing system and/or tbe printer to optionally 
product legible copies of doeumenls and images to be pre scanned and the final scan to the 
portable flash drive device. The copier will not be limited to these above mentioned functions 
alone. The copier will also be used for business related processes. 

J 0036] TJic Internet based software for downloading, interfacing and updating data on 
the portable flash drive device will be utilized by the system and other peripherals (e_g„ 
printer, copier, scanner, etc.) to Include the inventions updates and new releases of products 
with sendees and monthly, bi-monthly! quarterly, annually., or at the consumers request. The 
scanner auct bar code label frig device is configured to mait each portable device 21 0 shipped 
to ensure- proper replacement in the event of lose and to update the portable device 210 either 
via remote application or by company based update, This device bar code numbers is 
configured 10 be includes with the patient record stored in Uie account database: Jt is noted 

J-"W fief: 24G72- -12- 
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that other unique icleatitiett to associate patient records with their respectivt portable device 
210 also can be used, for example, chip etched itleutiflcatioii number*, secured radio 
frequency tags, an J aerial numberti, 

10037) Once the data i s within the medical infcumation management system 112 
databarcs and archives, tlie system is. configured to "upload" (installed) thedftlaonlo (he 
portable device 210. In addition, the system insialfe an. application cunligurcd to secure the 
information and provide appropriate application programming inter races lo open and read the 
dflta directly from the poitahle device 21 0. in paiticular, the portable device 210 stores the 
patient medical and dental data, which may include raw data, documents, and images. This 
data may be made availabJc a( the patient's volition,, fen example, to allow healthcare 
providers to gain access to, view and use, (he mcdioa! and dental data and image* in the event 
of and erncnS=rtt Bittmtiofl, J( in noted (Ji-al Che record b (e.g., documents, images, etc.) may be 
encrypted prio]' to transfer and storage in the portable device 2 J 0, 

[003ft j 'the |iortflli] e device 2 1 <> with the user data (including raw data, documents,, and 
imaged vxi& executsbte application program product allows Lhc patient data to be viewed 
upon insertion or i liter fad r>g with a computing system structured to receive the portable 
device 2 J 0, a USB part, 

[0(]ft£] Referring ])wok to FEG- 1 . the received information is configured on the portable 
device 2t 0, it passes thtongh the quality assurance sub-prneest! 135. The quality assurance 
sub-process 135 includes having the device tested and the information reviewed by trained 
professionals, e.g.,. a staff of medical professionals, to verify the data and its usability, After 

FW Kef: 24672-1 1403 -13- 
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the transferred data is checked for stability am! mmiracy, additional releases may be applied, 
for exsoiple, a release form indicating the information on Ihc portable device 210 is to be 
used only Tor reference &rud not as a directed route for patient care. 

[0040] Once qual jty assurance is completed, the porta]}le device 21 0 configured with 
the appropriate- application and data is shipped to the patient 1 10, In one embodiment* the 
portable device 210 is shipped with a eerkli&sd tracking number wilh a delivcjy 
conformation and signature requirement, A serialized tracking number liElps protect die 
integrity of tlie device and infonnafion within. 

[0041] As noted, the present invention also includes a jnethod find a system for the 
portable device 21 0 to emulate a compact disc (CI}) or DVD type drive, For example, the 
portable flash drive for "ihumh drive 11 ) includes software that interacts, with the input port 
(e,g„ UhSB, Fine wire, liluetooth, etc.) and host system to have the host system operate with 
the portal.) I e device 210 as if the portable storage device was p CD or DVD type drive. Li this 
configuration, the program product that includes the patient information is able to launch 
upon interfacing with a computer system regardless of operating eytf em because the program 
pioduct functions as a self contained executable. 

[0042] Moreover, the pioduct is executable directly from the portable storage device 
beC-nUse Che host uompulef system idollifies the portable storage device as & CD or DVD 
system ratliEr than a portable storage device (e.g., a flash or micro drive). This functionality 
is particularly adV£in(Ag6oLls for allowing (he portable device 2 1 0 to be self contained and 

i . 

operational when used wi Eh another computing system that mny HO[ include an application 

FVRef: 24672- LI 405 -14- 
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configured to open and peirnit viewing and interaction with the patient document and 
images nn the portable device 3 10, The self contained application and process is further 
described with respect to FIU. 3 and FIG. A, 

■ [0043] Referring now to FH3. 3, it illustrates one embodiment of a fbnctLonal process 
for a self contained medical management program in accordant with the present invention. 
In particular, V]C. 3 illustrates an example of a self executing medical program product for a 
medical management program. In one embodiment,, the process starts with the insertion of 
the portable device 210 into a. computing system configured to coinriujnicBJtivcly couple with 
the portable device 210, For case of discussion, the examp le embod j merit will be described 
in the context of a portable device 210 having a USB interface, 

[0O44] When a USB connection oftlie portable device 210 is plugged 310 into a 
computing terminal" (or system) available USB pori, (he operating system of the receiving 
computing terminal identifies the USB hardware, and firmware, The operating system sets to 
a ready statute 315 for execution, thus advancing, the piqcegs to a rcatly queue status. In the 
ready status 315, the medical management progiam waits for a drive assignment from the 
computing terminal. After identifying the drive assignment, the medical management 
program begins- exeeuliwn, utilizing only the operating sys tem , processor and memory of the 
computing terminal but no other resources. Moreover, Ihc medical management program is 
eontrofled by the Eipp]i ewtiun executed from the portable device 210, This application 
includes and image viewer and algor ill una to decrypt any enaypted files within. Additional 
details on execution of Hie program (apphcalion) are described below vvith respect to KlG. 4, 
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for example with fhe self-contained medical inmiagcmeiit program 425 that wit] be executed 
onoe the appropriate lesomcEs are made available^" 

[0U45] When rbc computing terminal resources arc unavailable, the process is 
configured la bold in a blocked queue and continues to loop 325 until active the- minimum 
resources ate made available. When (he minimum resources is Ireed (he process advances to 
(he ready queue 315 before continuing again. 'flie medical management program continue!? 
to execute (run) until the |>ortabJe device 210 is removed or flie medical management 
program is halted 33(1, for example, by the end user clicking on the esil button. It is noted 
thai in i>ne emlwJi merit, the system may be configured to only permit exit of the piogr&m 
vfhia (Jje portable device 21.0 (g inserted in the USB Port on lhc computing terminal. 

10046] FIG, 4 illustrates one cmboiliniHil of a self contained medical management 
program architecture ^iluin (he portable device 210 in accordance with tbepresenl invention. 
In 1his wtampto embodiment, the archileclwre includes a configuration tile 410 (eg. , an DN1 
Jilt), a data storage folder 415, a decryption als^e 420, a self contained medical management 
program executable 425, a flash memory storage area 430 and an end user graphical user 
intcrfaco 435. Tne configuration file 4 10 is stored in the data slo™ge folder 415. llie 
co-Align radon i*)e 410 cornmurjiiiu lively couples with the decryption stage 420. Tiio 
decryption stage 420 communicatively couple* with Ujc medical nianageirjent program 
executable 425. The medical niajiagcmeut urogram executable 425 is structured for storage 
within tlie secure memory storage area 415. 

••■■■'< . ■ ,. , i 
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^00471 Hie medical managcm-cnl proyram executable 425 is cOtnmunicalivcly coupled 
with fill etui user graphical user interface (GUI) 435. The medical management program 
executable 425 executes in Tespowsc to tlic portable device 210 conununicattvely coupling a 
receiving device (computer system) which allocates resources to execute the program as 
noted, for example, in FIG, 3 above. In one embodiment, the program h begins execution 
once the jiortablc device 210 is delected (e.g., via the USB hardware and firmware 
mechanisms) and resources (e.g., drive assignment) areauoeatcd, 

[OlHti] The configuration file 41 0- is structured for use by the medical maJlagemcm 
program for primary configuration at runtime. The configuration file 410 provides a map ibr 
the medical management program to identify where the patient record files (ftg-, documents, 
images, etc.) arc located within (he datastorage folder 415 within a storage on the. portable 
device 21 0. The configura f ion file 4 1 0 can be manipulated to provide a variety of views from 
within the medical management program. This is nceompliBhcd without changing any of the 
medical management program baric features. Thus, the configuration file 41 0 can be 
structured to permit alternation for providing a different look or feci for an end user, 

[0D49] The data storage folder 415 is configured to stoic medical management program 

records. Aa noted previously, nelevt or all records may he stored within the dala storage 

folder 415 i]] an encrypted foimat. The data storage folder 41 5 ts accessed via the 

configuration lile 4 It} by themcili«n] management program executable 425 at runtime. The 

configuration file 41 0 directs the medical management program as to where to retrieve the 

image files within the rtau storage folder- 41 5, It iii noted that in one embodiment <hiU in the ■■ - 1 ' 
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dat4 Hlorage folder 4 1 5 may be structured to reside within a secure area 41 5 of the storage 
within tbe portable devico 210, which the operating system of the computing terminal 
recognizes as 6 uon-iewritahle aiea. This structure prevents the rewriting or manipulation of 
already the stored data, thereby maintaining integrity of records (data). 

The decryption stage 420 is, onp embodiment ari embedded module tliat 
Gommumcalively coupies with the medical management program executable 425, The 
decryption stage 420 decrypts the enciypfed image files as fluey are selected by the medical 
management program executable 425 fiom the data storage folder 41 5. hi alternative 
embodiments, all images or groups of images flom the data storage folder 415 that are 
seltjetcd by the medical management program executable 425 may be decrypted together. 

1 0051] The medic*] management program executable 425 is a, self-contained program. 
Thus, whtirt executing on the system with which if couples, all iimciionaliry for accessing, 
viewing and interacting with record* aie with the information in the portable device 210. No 
application resources on the host are Jieeded for tire self-contained program to function. 
Examples of Amotions of (Ire medics! information management executable 425 include the 
decryption, image viewer, and thelext entry area. Moreover, the medical management 
program also can be configured to receive aiid store additional data entered via, the computing 
lenninul jn a separate dm storage (.older in the storage tin the perl able device 21 0- This 
entered information can later be synchronized wifh the patient folder in the account database 
225 of the medical information management system 112. 

i ■ 

■ I - * i 
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[0O52] llie synclironizcition can occur manually, e.g., user mails back key, or 

i 

electronically, e.g,, transmission of the updated inibrnmtion via a secured connection from 
the location where the update occumed directly hack to the host system where the keys are 
Centrally managed. Alternatively, fJic system can be configured so tEiat flue user can upload 
the information directly fiom the fccy at their own system by plugging the key into their 
system and having the key automatically set up a secured communication with the hofft 
system to upload the updated data, This maybe configured via. a sub-program thai allows the 
user (o launch an "update*' application anytime data on the key has changed, but not yet been 
synchronized. The "update" application (also available to the location that Updated the data) 
is- a preconfiguired conrniutiicationa application that includes the appropriate uniform resource 
lincatof flic transfer protocol (FTP), or numerical internet protocol (IP) address of the 

host system server t]iat is configured to receive (he update, The application, h con figured also 
to transmit the appiDprisdtf key identifier {and patient identifier) information and updated 
information directly to one or more servers at the medical jriformaiion management system 
1 \2 v/ithi>ut any further interaction needed by flic user. 

[0053] Separately, the proiXfcfr al&o mfcy include additional security measures Kuch h& 
two-factor ardhon^tUion to updutc (he iTiformaliOTi on the key as well as update the 
hifoimatEon on servers al the medical information management system t 1 2, Other security 
measures that may be integrated include Irio metric type security measures. 

[Qtt5i] tkntinuing with F IG. 4, the end user G 0 1 43 5 compri scs a GUI based progrftm 
allowing for irjieraetioti by the end user (al Ihe computing lurmina]} to the data stored within ' 
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the portable device 210. The GUI 435 includes an interact! ve area that is directory and sub 
director)' basvd a J) owing for the ease of letrieval, decryption, and viewing of the data ill a 
logical and intuitive fonuwf. The viewing entry form includes a text entry ansa which writes . 
The notes entered by the end user into a <cxt (Ixi) format and stores them on the flash portion 
430 of'tbe device. All of (he current data and files^ separate- from the txt notes entered by the 
tFid user* are tamper pioof, 

[0055J FfCS, 5a-5d ilTufitrjits example screen shots displayable on ft computer screen 
inn accordance witti one embodiment of the present invention. FIG. 5a illustrates an 
embodiment of an intrmdnctory (or base) screen that is tendered (or presented or displayed) 
when (he portable device 21 f) is Ensealed into a universal serial bus. (USB) port on a host 
system, 

1 0056] The introductory screen includes base data such as name, address telephone 
number MtiVor emai 1, and "last updated" information 5 1 0, a photograph 5 1 % notice 
information 515, and menu or button options 520. The notice information 515 includes 
information about what type of data is on flic portable device 210 (or key) and its use. The 
menu or button options 520 are configured to display screens that rue associated with the 
particular menu or button option, lor example, member irtiofTriulicm (eg.; basic information 
about the member user such as legal iiaine, address, contact data, next of kin, health insuxfince 
dafa)> legal documents (e,g., power oi'alfOmey), physician records (e.g., original records that 
are imaged andstoied on the portable device from previous doctor visits), laboratory teccrds 
(evg., origins! laboratoiy leports that are imaged wnd stored cm Ihe portable device from prior ■ - 
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medical laboratory tcs (s), medico ticri records {e.g, t information on past and current 
medications and doses) and Lhe- like 

[0057] FIG. 5b illustrates one embodiment of a member information screanshot (&g., ■ 
which, may be rendered in response to Els eeleslion (520) from the introductory screen. The 
member information includes one or more images 525 of the original records data, coinjiLeterj 
by the member user when the portable device 210 data was initially built If more than one 
image is present, arrow navigation keys 530 maybe need to flip or move between them, The 
member information scieert also includes one or more menus or buttons 5JS for Tendering 
additional screens with recoids or data, for example, images of original insurance card* or 
member identification cards. Because the data is in image format, and protected (e.g., cannot 
be written over), the- data presented could not be manipulated from me time it was initiatly 
entered and verified he noted above* Hcnco,. lhe user now using the data, has assurances as to 
its accuracy and atilhenlieity. 

100581 FIG, 5c illusiratcs one embodiment of a member information update screen. 
The member mformflf.HHi update screen includes fields 545 for update member information 
such as address and phone number data. This information can later be synchronized between 
flic portable device 210 and servers at the medial information managernent system 112. The 
member informal t.m update- acre™ also includes one or more menus or buttons 550 to view, 
add, or modify data. Note that this information is separate fiom the original images and 
original data on the portable device 210. It 

■ i ■ - ■ ■ i , 
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modi Ij-uhle by the user, but which cannot overwrite or ofluerwise change the other areas of 
storage that shouJd nol be modified so that data integrity is maintained. 

1 FJG- 5d iTIu Jrtraf e& one embodiment of a presented screen where notes can be ■ 
entered into the system (&.£., write notes). Using a conventional keyboard on a computet 
system to which the portable device 210 couples, a subject line 560 and notes section 565 can 

i 

have text data entered and saved. FIG, 5 c illustrates one embodiment of a. presented screen 
where ttic written data Inter viewed (e,g,,. view notes). If is noted that this data it 
mofli/iHbTe by a user of tlie devi ce. In Bom a embnd i merits, this da La may be syiictironiBcd 
with wrvefs at the medical information management system 1 12 and moved to an area of the 
portable device 2 10 whene it do longer can be modified, 

J The p resent invention benefi eially provides a. system in wh i cb original tnedi ca\ 
infonnrttioti is placed on a portable device 2 lfj (or key) so that a user may keep thai device 
with them. By including data directly fioin medical organi7£tjon originated sources, e.g., 
hospitals or physician offices, risks associated with improper fceyingof data is reduced or 
eliminated. In ftddition, by having ojiginaL medical image!: and original document images on 
1bc? key device provide l3nS( TeypcniLlCris said other subsequent tending medical personnel quick 
access to vital medical information once they hava actew to the portable devjj^e. Moreover, 
encrypting find securing all origjml dala on Ihc device rcdnces or eliminates risks of 
inadvertent or malicious alteration of such jrifufltiacion and helps ensure overall data integrity 
for alL 
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I0p61] As used herein, ntierenees to "medical 11 i nclude any medical related field and 
associated inrbTmalion, Ibr entitle, medical, dental, vision, chiropiacfic* therapeutiCf and 
the- like. Further, the features and advantages described in the speciftealion. provide a 
beneficial use to those making use of a system ami a method as described iu embodiments 
herein. For example, a user is provided mechanisms, eg., by receiving and/or transmitting 
control signals,, to control access to particular information/as described herein. Furtlier, these 
benefits accrue legardless of whether all or portions of components, e.g., server systems, 10 
support their functionality aie located locally or remotely relative to the user, 

[ti(k&2] With a USn interface, the self-contained portable data management key is 
configured to be a piug-aud-play device. The self-contained portable d&ta management 
device 210 (or key) is configured to be intuitive software which does not require the use of 
external pointing devices such as a mouse. For example the keyboard keypad cam also b(? 
used to nKvi£a(e through the self-Contained purl able Jh(h management key 

1 0063] The principles disclosed hci'cin beneficial ly opei ate di flfer ently from other bey 
[ypc- devices. Unlike eonvcnfioiial key type devices that are pluggable and portable, the self- 
contained portable data management devicc-210 in accordance with the embodiments 
disclosed herein iNCludes secure ate^ ujnirote its »wn environment and allows an end user to 
across the data. This alkvi ates margins for eiior. In additi on, util ik e Utfiventional key type 
device, the dau i& accessible through a self-e*e<»jiinK runtime program that is incorporated 
on the self-contained poitable data management key within a secure wren of the device to 

■ i ■ 

prevent unauthoi^d access and hacking. 
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[0064] Further, die self-contained portable data a management key in accordance with 

i 

the embodiments disclosed herein couples the incessant need for medical information 
portability with SO easy to use, intuitive mechanism that is also a CitriK safe apparatus and a 
secure electronic data storage apparatus. It is noted that in a Citrix type configuration, the 
device receiving the. portable device 21 0 may he a terminal type configuration that uses E 
secured socket layer (SSL) or 'transport layer security (TLS) connection with a centralized 
hosting system. In (hat ^[figuration, t|je portable device 2 {{I continues to be operable 
provided that the port receiving the portable device 210 Es functional, 

[0065] ■ Those skilled in the art will recognize that the principles disclosed herein aie 
aprpJitahle to other applications of 'self contained portable data, management configurations. 
For example, the principles disclosed herein can. be used to structure a financial key thai can 
store financial silatemetits, net worth statements, and tax information, Acanned upon end user 
request directly from the financial institutions fJiat keep such data and that may incorporate a 
process similar to that disclosed herein. 

[OOGC] In another example, there may be an executor key that is configured to function 
in situations such as post death or tvliere a pcrsci] is mentally incapacitated 1 . For example, tlie 
self-contained portable data management key can he structured to store original legal 
dceumcnlB such as trusts, wills, and powers of attorney Tor ushj by attorney^ or other tega! 
entities, having aulhority to proceed on behalf of the key holder, 

[0O67] ' Jn yet another examplCj tliere may he a passport key that is configured to include 

■ 1 1 

■ ■ ■ ". ■ 'f ' , 

vital travel tlotrjrnents jn original form as images oi] the key. For example, the passport key 
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may include a jiassport imagej associated visa or authorized travel documents. The paaeport 

i 

key can I>e configured for issuance by official goveriirnejil bodies that supply tlie key. It also 
may be configured to include additional accuritynicchanisnis such as biometric data to 
fciifture that 1he passport key is appropriately En the possessioo of the key holder. In addition, 
other optional travel data cut be included such as essential medical (including pharmaceutical 
prescriptions) i reformation as described above. 

fOO&B] By way of example, satiated wifji the popart key [cither separate or 
integrated) may be a travel key. The travel key may be configured to provide traveler* a 
tingle mechanism for integrating travel documents, This may include airiine tickets, hotel 
reservations and auto-rental &, Tt also may include other original documents that can 
supersede the need for actual physical documents, for example, travel insurance documents 
and tickets or passes to events or attractions- Optional information may include rapid access 
to related information such as travel itineraries and suggested dining locations. In such 
embodiments, (he keys tiui be generated and provided through o]gaui7ations such as travel 
agencies or other travel package, providers (e.g., airline or hotel organizations providing 
(ravei or business package services). Again, the self contained configuration of the self- 
contained uorfable data management program (or application) disclosed herein maintains 
core security and authenticity with respect to trie documents provided therein. 

S i m i ] js rj y, by way of ejiwupte, there may be a marketing key that can be 
configured for use by marketing professionals to provide marketing information, for example 
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PojwerPointi video, Emirid, while papers, resumes, technical manuals, is, all relative to their 
corporation and the small scue secure device. 

. 1 n sti J I another sx ample, a first responder key can be cpnfiglt red key in 
conjunction with a self-cojitairjed portable data management program. The first responder 
key can be structured lor use by governmental agencies to provide rapid access to 
kiejitifi cation and authorization mfomifltioii in the event of emergency situations (eg,. Fine or 
police), national disaster, or the like. 

[0071] In the various embodiments, it is again noted that data to he secured remains 
secured and corresponds 10 (he- original data from when the key was initially configured or 
created nr was updated in accordance with authorisation. In addition, each embodiment also 
ii; configured to include: & telJ^executing program £0 (hat subsequent devices need not have a 
copy of an application necessary to access the secured (e.g.. encryplcd) information. Tha 
sclf-cxcoutiiig program includes the appropriate mechanisms to access, navigate, and 
other (Vide interact witfi the data on tlie portable device. 

[0072] It is noted that the data on the portahie device may be secured using 
conventional mechanisms. For example, conventional encryption programs such as PGP, 
D£S/DtiS3 end conventional ciphers may be used to secure the data. Convcntioiia) 
decryption mechanisms can then be integrated with the self-contained program for decrypting 
the data secured using such conventional mechanisms. 

.[(1073] Overall, the self-contained noitahl e data m anagement program as structured in a 
key configuration allows for rapie" and immediate access to identifying information where 
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Biitiji information may nonnaiJy take hours, days, weeks or even month* from traditional 
authorization channel* that must locate and forward appropriate documentation 10 the 
organti'/fllfon or organizations in need, The present invention as discIc-Eed herein beneficially 
provides aeon-ate, secured and authentic access to such information to emergency medical 
tccluucians paramedics, doctors, hospitals goveiriment agencies, school systems, travel 

i 

agenda and the like regardless oilooaliun within the world. 

[0074] It is noted that although tilie embodiments disclosed herein reference a universal 
serial bus (USB) configuration, other interfaces also may he used that provide functionality 
atid opei ability similar to a UStJ poit (e.g., allows the port to detect the presence of a dene* 
and interact with applications on that device). 

[[J075] Numerous specific details have been set forth herein to provide a thorough 
undcisiandiug of Lhc embodiment s. It will be understood by those, skilled in the art, however, 
that the embodiments may be practiced without these specific details. In other instances, 
well-known opera-lEons, components and logical configurations have not been described in 
detail so as nol (0 obwurc [he cmbodhnciiis. It can be appreciated thai lhc specific structural 
and functional details <u'f>c}obcxJ herein may be representative and do not necessarily limit (he- 
scope of the embodiments. 

[0076] Various embodiments may be implemented aeing One or moie software elements. 
In general, n software element may refer £o any software structures arranged to perJbrm 
certain operations. 7n one embodiment, for example, the software elements may include 
program irtfitmctio n& wfifat 0 ala adapted ibr execution by a Jumdware clement, sneli &&a 
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processor* Program instructions may include an orgtmLied list of c™imarids comprising 

i 

words, values or symbols arranged in a predetermined sprites, thai when executed, may canst 
a processor to perform a conespondhig sot of operations, 

[0077] The software, For example, executing on tbe server, may be written or coded using 
a programming language Examples of programming languages may include C, C++, 
1J ASIC, PeiJ, Mallab, Pascal, Visual BASIC. JAVA, ActiveX, assembly language, machine 
code, and so forth, The software may be stored using amy type of cDmputer-read'&blfr media . 
of machine-readable media, Furthermore-, (he software may be stored on the media as source 
code o]' objeef code-. The software may also be Mo red on the media as com|jressed and/or 
cjicryplod data, Ewnnples of software may intrude tmy software components, programs, 
applications, computer programs-, application programs, eyslem programs, machine prOgranis d 
operating system soJUvwie, middleware, firmware, software modules* routines, subroutines, 
function*, methods, procedures, software interfaces, application, program interfaces (APJ), 
instruction sets, computkiigcodc, computer code, codo segments, computer eode seginenU, 
words, values, symbols, or any combination thereof, The embodiments are not limited in thts 
context. 

[O07B] Soma embodiments may be described using Lhe expression "coupled" and 
lL <:onntcled" tdatig, with their derivatives, H should be understood that these derma arc not 
intended as synonyms ibr cacti otlucr. For example, some embodiment* may be described 
Using the 1CJim "cLitiuected"- (O iddLCSle thai (Wo Or more elements are in direct physical or 
'electrical contact with cadi otlier. In another example, some embodiments may hi described 
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u^ing the term "coupled" to indicate that two «r more el ements &re j n direct physical or 
electrical contact, The tcim "coupled," however, may also mean that tivo or more elements 
arc not in direct contact with each other, but yet s£i) I co-operate or interact with each other. 
The embodiments are not limited in this context. 

[0U79] Some embodiments of processes, for example, executing ^ i nc disclosed medical 
jnTormatjon management system or the. computer system/teira i rial receiving the key device, 
may he implemented, for example, using any computer-readable media, machine-ieadahic 
media, or article capaiblc of storing software. 'Hie media or article (particularly for storing 
program code) may include any suitable type of memory unit, memory device, memory 
article, memory medium., stoiage device, storage article, storage medium and/or storage unit, 
such as any of Che examples described v/ith reference to a memoiy. The media or article may 
comprise memory, remnvabJe ur non-rcmovablc media, erasable or non-erasable media, 
wriltablc or re-witeable media, digital or analog media, hard disk, floppy disk, Comjiact 
Disk Read Only Memory (CD-ROM), Compact Disk Recordable (CD-R), Compact Disk 
Rewritable (tlMlW), optical <dffifc, magnetic media, magneto-optical medih, removable 
memoiy cards or disks^ various types of Digitat Versatile Di&fc (DVD), subscriber identify 
module^ ta pe, cassette, or the like. 'J 'he instructions may include any suitab le type of code, 
such as source code, onject code, compiled code, interpreted code, executable code, static 
code, dynamic code-, and the like. The instruct! one may be implemented, using any suitabfe 
high-level, low- level, object-oriented, visual, compiled and/or interpreted programming 
language, such as C, On-, Ja va, BASIC, Perl, Matlab, Pascal, V BASIC, J. AV A, 
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ActiveX, assembly language, machine codcj and so forth. The embodiments are not limited 
in this context. 

[0DS0] Unless specifically stated otherwise, it may be appreciate*! Ihat terms such as 
"processing," "computing," "calculating," "detemunpfi," or the lu\c N refer to the action 
and/or jnocEssca of a computer or computing system, or similar electronic computing device, 
that manipulates and/or transforms data represented at physical quantities (e P g.. electronic} 
within the computing system's registers and/or memories into other data similarly 
represented as physical quantities within the computing system's memories, registers or other 
such En formation storage, transmission or display devices, The embodiments are not limited 
in this context. 

lOOBl ] As used herein any reference to * f o«e embodiment" or "an embodiment" means 
that a particular dement, fcalui'e, structure, or characteristic described in connection with tlie 
embodiment its included in a I least one embodiment. The appearances of the phrase ''in one 
embodiment" fn various placet in the spedficHtiun arc not necessarily all referring to (he 
sum* embodiment. 

[00B2] As used herein, the terms "comprises," "compri sing," "includes," "including," 
l 1iav a " "having" or any other va.rfa.ljoo ib^eof, are intended to cover a non-otclusSve 
inclusion. For example, a process, method, article, or apparatus tl)j4 comprises a list of 
eleffienls is not rieeessifflly limited to only those elements but may include Other elements not 
erpressly listed or inherent to such process, method, article, or apparatus. Further, unless 
expressly stated to the contrary, "or" refers to an inclusive or and not to an exclusive or For 
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oxampJc, a oimdition A or B iw sali&hed by HTiy one Of the following: A is true (or present) 
and B is false (or not present}, A is false (or not present) and B is (rue (or present). aTid both 
A arid B are true (or present), 

[G0&3J Also, use of the "a" or "an 11 are employed to describe elements and components 
of embodiments of the present invention. This whb done merely for convenience and Co give a 
general sense of [he embodiments of flic present invention. This description should be read to 
ine-Iudc one cir a1 least one and (ho singular also includes the plural unless it is obvious that it 
is meant otherwise. 

Upon leading ibis disclosure, those oT skill in the art -will appreciate stilt 
Addition A] alternative strucfaral and functional designs for a system and ft process for self 
contained portable medical management key through the disclosed principles herein. Thus, 
wbileparticulac-cmbodimeritR and applications have been i)hi strafed and described, it is (obe 
undcnslnod fiiat the present invention is. not limited to the precise construction and 
components disclosed herein arid ihul various modification*, diauges and variations which 
will be apparent fo those ski I led in the art may be made m Ibe arrangement, operation and 
details of the method and apparatus of the present invention, disclosed herein without 
departing, from tlie spirit iuid scope of the invention as defined in the appended claims. 
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'• Clams 
What is claimed is: 

1 . A portable device coufi guted to store medical mfonnatioii of a user, the device ■ 
comprising; 

I 

a ditto elorttge configured lo include a first storage-area configured to store medjeai 

uifbrrnaijon eonespundfrg (o (he user; and 
a program product, generated l>y a centralized medical records repository and stored 
within a second area of the data storage, the program product Configured to 
execute in a processor of a host system in rcspoiise to the device being 

inserted into a memory render port of the host system, 
testier a graphical user interface lo present the stored medical information on a 

screen communicatively coupled with (He Host system, 
prevent altering of the stored medical information, ami 
fclore additional information in a third area of the data storage in response to 
receiving data input Ecu" from the host system. 

2 . The- device of claim A 1 , wherein tlie stored medical inform at ioti Comprises a true 
imago of an original medical document. 

3 r The device of claim Ai f wherein (he stored medical infonnatEon includes original 
data inputted hy a medical records system, 

i ■ 

■ I ■ . " . ■ " , ' 

4. The device of claim A I , wliemin the program product is Unicode compliant. 
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5., The device of claim Al, wherein the program product is further configured to use 
only art operating system and a random access memory of the host system. 

6. The device of claim A 1 , wherein the memory reader port comprises one of a universal 
serial bus drive and a flash memory card. 

7. A portable device, configured to include stored images corresponding to confirmed 
original documentation, the portable device comprising; 

a data storage configured to include a first storage area to store the confirmed original 
documentation, the confirmed original documentation from a source that 
provides the original documentation or authorized to provide the original 
documentation; and 

a program product stored within a second area of the data storage, the program 
product configured to 

execute in a processor of a host system in response to the device being 
inserted into a memory reader port of the host system, 

render a graphical user interface to present the confirmed original 

documentation on a screen communicatively coupled with the host 
system, 

prevent altering of the confirmed original documenation, and 
store additional information in a third area of the data storage in response to 
receiving data inputted from the host system. 

i • 

1 i 

8. The device of claim 1, wherein the program product is Unicode compliant. 
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9. The device of claim 7, wherein the program product is further configured to use only 
an operating system and a random, access memory of the host system. 

10. The device of claim 7, wherein the.memory reader pott comprises one of a universal 
serial bus drive and a flash memory card. 

11. A method for self executing an application stored on a portable universal serial bus 
device, the method comprising: 

detecting the universal serial bus device in response to communicatively coupling a 
user system; 

preparing a processor resource for execution in response to the portable universal 

serial bus device being successfully detected; 
allocating a drive assignment to the portable universal serial bus device; 
identifying an executable for a user program on the portable universal serial bus 

device; and 

executing the identified executable, the executable displaying a user interface 
corresponding to the user program on a screen corresponding to the user 
system receiving the portable universal serial bus device. 

12. The method of claim 1 1 , further comprising accessing a configuration file in response 
to executing the identified executable, the configuration file including a mapping to 
data within a storage area of the portable universal serial bus device. 

13. The method of claim 12, further comprising retrieving an encrypted file from the 

■111 4 

storage area. 
FW Kef; 24672-1 HQ5 -34- 
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1 4. Hie method of claim 1 3 , further comprising decrypting the encrypted file and. 
displaying a contents of the decrypted file on the screen corresponding to the user 
system, 

1 5 . The method of claim 1 4, wherein the accessing, retrieving and decrypting are 
performed using resources of the user system. 

16. The method of claim 1 2, wherein the portable universal serial bus device is associated 
with a specific owner. 

17. The method of claim 16, wherein the data comprises images of original medical 
records corresponding to the specific owner. 

IS, The method of claim 17, wherein the data further comprises verified demographic 
data corresponding Co the specific owner of the portable universal serial bus device. 
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Self Co l\tai ned Portable .Data Man agemisnt Key 

Abstract of ti-ie Disclosure 

A portable device that stoies medical information of a user is configured via a centralize 
nwdiLiflt records repository. 7'he portable device includes a data storage that includes a first 

i 

storage urea which stores the medical information corresponding tn the user and second 
slorage area lliat stores a pro&rfim product. The program, pithduct is generated by the 
centralized medi oal record* repository. The. pmgram p induct configured to execute in a 
processor at' a. host system in response to the device being inserted into a memory reader port 
of the hosl system and render a graphical user interfere to present on & s\tfMn 
cominijnicativeJy coupled with tlie host system the stoned medical information, In addition, 
the program product pievcnfs altering of tlie stored medical information, but does store 
addilionnf information in a third area of the data storage hi response to leceiving data inputted 
from [he host system. 
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